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Who am |?

*Freelance security consultant
*|n the industry for 8+ years

* Tested for most sectors including banks, casinos,
retail and manufacturing
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Who uses Wi-Fi on their phone?
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Do you turn it off when you are not using it?
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Please turn off Wi-Fi now if you do not want
to be part of the live demo
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< @ Wi=Fi

Brisbanedk
Secured (WPS Available)

SKYMESH

Secured

Ross-Wif}
Secured

SKYMESH?24
Open

SKYMESHS5
Open

- Westfield FreeWifi -
Not in range

AccessZone
Not in range

EA2700
Not in range

Scan

4l 20%ll 10536 AM
I

Wi-Fi Direct

Choose a Network...

v SEU
SEU-Guest
SEU-Wifi Setup

Other...

Ask to Join Networks

Known networks will be joined
automatically. If no known networks are

available, you will have to manually select
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Home:

Office?

i
Yes Office is here
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Aircrack-ng Suite
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Station MAC, First time seen, Last time seen, Power, # packets,
BSSID, Probed ESSIDs

00:26:37:93:D8&:E1, 2016-03-02 15:12:37, 2016-03-02
15:12:44, -44, 71, 64:70:02:DE:AF:A7, UNION JACKS,
jardinTropicalFREE, 0449woodseat, GDKENERGY,

Natwest Free WIiFi, Sheffield First Lounge, eastcoast-wifi,
simonsandrawireless, icec-guest
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Probe Requests

* The Woodseats Palace
* Ladbrokes WiFi

* Natwest _Free_ WiIFi

* 0449woodseat

* Sheffield First Lounge

e eastcoast-wifi

* icec-guest
* GDKENERGY

e simonsandrawireless
* jardinTropical FREE

* UNION JACKS
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igle.net

@ @View lJpIoads Info @Stats @Tools logged in as digininjad
WIGLG.NGCT

All the networks. Found by Everyone.

STUMBLERS WIFI NETWORKS OBSERVATIONS CELL TOWERS
178,878 240,621,504 3,370,390,935 6,156,265

Latitude:
On _nomap and _optout i e T ' : ' o Longitude:
Sun Feb 21 13:41:36 2016 E '

Date Range:

2001 - 2017
Oee

Let's Encrypt
Sun Jan 31 15:42:57 2016

-bob

Wigle Wifi Wardriving 2.9
Released
Mon Nov 23 18:49:10 2015

Statistics Over Time

Log out




Wigle.net
Sheffield

@ @ View Uploads Info

WIGL C.MCT
All the networks. Found by Everyone.

STUMBLERS

178,878

WIFI NETWORKS

240,621,504

On _nomap and _optout
Sun Feb 21 13:41:36 2016

-bobzilla

Let's Encrypt
Sun Jan 31 15:42:57 2016

ven a Let's Encrypt a spin,

th airty paink

Wigle Wifi Wardriving 2.9
Released

Statistics Over Time
Mon Nov 23 18:49:10 2015

@ Stats @ Tools

logged in as digininjad

Log out

OBSERVATIONS
3,370,390,935

CELL TOWERS

6,156,265

Latitude:

Longitude: |-q

SS5ID
BSSID
Date Range:

2001 - 2017

ellular Net

llular Net

coverad By Me
D Only D vered By Others

Filter

wGLE.NeET

t & map ermor

&)
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0449woodseat

Query for networks

Latitude: to: Longitude:
Search Radius Tolerance(+/- degrees): | 0.010

BSSID/MAC:

S50/ Metwork Name (exact match): 0449%woodseat

SSID / Network Name (wildcards’: % and _):

Last Observed:

[ I Must Be a FreeNet [ Must Be a Commercial Pay Met [] Only Metworks | Was the First to Discover

Street Address: State: Zip:
Query || Reset

' SSID cannot start with a wildcard. "% means zero-or-more characters, ' ' means a single character.

<< | showing records 1

Most
Recently
map 00:15:70:CBE540 0449woodseat infra  2011-09-12 2016-02-04 () 5333947754 -148069918 13 5 IH\
: 09:40-04 i

Crypto  Est. Lat Est. Long Channel Ben

551D Name Type Int.
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0449woodseat
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0449woodseat
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The Woodseats Palace

woodseats palace

-woodseats- palace
ema built
s later, it is

heffield » Sheffield R

chefreld Woodseats | have lived here for 18 months (by ..
.Tﬂ:‘ILi WGGdSEETS html =
om & a couple staggered towards the ‘Palace’ &

Map datq “_-'Zﬂ'lﬁ Google

The Woodseats Palace

Website Directions

0 %% 6 Google reviews

Carpeted pub in former cinema, with buc s and dado wood
panelling, for

Address: 692 Chesterfield Rd, Sheffield 58 05D
Phone: 0114 262 9210
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0449woodseat to The Woodseats Palace

and Nursery Schoo

£
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The Woodseats Palaceg
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Ladbrokes

ery School .~

The Woodseats Palace
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GDKENERGY

Query for networks

Latitude: to: Longitude:

Search RHadius Tolerance(+/- degrees): |0.010 w

BSSID/MMALC:

SSI0 / Network Name (exact match):

SSID / Metwork Mame (wildcards ': % and _). gdkenergy

Last Obsernved:

[JMust Be a FreeNet [ Must Be a Commercial Pay Net [] Only Networks | Was the First to Discover

are forthe U.3. anly (2002 Census data)

Query  Reset

! SSID cannot start with a wildcard. '%’ means zero-or-more characters, '’ means a single character.

<< | showing records 1

Map Net ID 551D Name Type First Seen

14-C o= Y 2M15- C M1 E5-NB-2¢C 1] h3 [ -5 | i
ES g £-00:2 i | \
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GDKENERGY
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GDK Energy Ltd

r GDKenergy
limited

New Website Under Construction

Our new website is under construction and will be available very soon, if you have a query in the meantime please use the contact details below

Contact GDK Energy Ltd

Tel: 08445 436492

Email: info@gdkenergy.co.uk

https://digi.ninja



GDK Energy Ltd

E@t

FINAMCIALS OWNERSHIP

Company Information

Overview

Status

= Inco rporated

- People

* 17 June 2074
+ 1 Year 8 Maonths Old

+ 3 active directors & 0 active secretaries

CHARGES
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Sheffield First Lounge
iIcec-guest

Burger King
Select Service Partners
Public s kingAcadem
'SHU-USSFEE - ¥
Wil = TN

= 3MobileWiFi-Gdad

37497

- sheffield Statign Bridge
Marks & Spencer

Starbucks Coffee

Upper Crust

WILL CC T

NetworkRail

Thomson FOGE S5y g GLE..I'"I. cT

Map Satellite
_TheCloud
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NetworkRail

NetworkRail

» _Thetlood

® Fres

b Lol .
"07.- LIk .
= adatonsMabileWiFi-FCE35T BTOpenzane

= 3MobileWiFi-31g9e Leeds station ==

== = Sheffield_ First_Lounge
* DDWTCOQL50460 gm0 i

Sheffield Train Station == = ThaC laud

*Sheffig| ati
s = TheCloud d St’]TtHé’E|fj",jc'|d{_JE
= _ThgCloud
==TheCloud

= 3IWireless-Modem-3382
= 3Wireless-Modem- G2 ff

ph g Ll oy [y

Coming
{REA®EE in-car WiFi-C4EF

Millie's Cookies

"BN13

HiBTR uginHubfbﬂEfilzﬁ
TheClaud 1210

=3 Mokil&WiFi-4ECE
=102

_The Cloud

A, IG

" icec-guest ferrali

"QHotel est Internet (WPRAZ)
_TheCloud

"eastcoast-wifi  "OHotels Guest Inf]

= RFC # WATP
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"BMN13
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jardinTropicalFREE and UNION JACKS

lantacion
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Hotel Jardin Tropical

Hotel Gastronomia Golf Wellness Eventos Tenerife Tour virtual

ARDIN TROPICAL
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Let’s Review

* House — Chesterfield Road, Woodseats, Sheffield
* Local — Woodseats Palace

* Interests — Gambling

* Work — GDK Energy Ltd, Leeds

* Travels to work by train

* Holidays in Tenerife

Enough to start a conversation?

SR

https://digi.ninja AN



What are you leaking?

Recently finished active duty?

s your phone probing for Wi-Fi for local
networks where you were stationed?

®
A

https://digi.ninja AN



Protections

* Turn off Wi-Fi when not using it

* Remove networks you don’t connect to regularly

* Consider using common network names for
obfuscation

https://digi.ninja
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Android Remove Network

pg M qlso%ll 10336 AM ¢ e NGB T 42251612
< L} wi-ri I <
Brisbanedk
Secured (WPS Available) a
eduroam
SKYMESH =
Secured - Status
Connected
Poss - Wifi =
Secured ~d Signal strength
SKYMESH24 pen SRon
Open N Link speed
72Mbps
SKYMESH5
Open N Security

) . 802.1x EAP (CCKM)
- Westfield Freewifi -

Not in range IP address

AccessZone

NOL ‘I.‘ﬁ rO‘\gQ
EA2700

Not in range

Scan Wi-Fi Direct p
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IPhone Remove Network

11:22 AM Not Charging (&} 11:25 AM Not Charging )

: Settings i bleeptest
Settings g p

: kad Airplane Mode .
Airplane Mode Forget this Network
bleeptest
Wi-Fi " on @
bleeptest - .3 Bluetooth A

m BootP Static
Do Not Disturb -
v bleeptest &

() k&) Notifications IP Address 192.168.18.106

Choose a Network...

Bluetooth

|

A
-~

Do Not Disturb

Other 3 General Subnet Mask 255.255.255.0

Notifications 5
¥ Sounds Router 192.168.18.1

General Ask to Join Networks 4 Brightness & Wallpaper DNS 192.168.18.1
T Search Domains

Known networks will be joined automatically. If no Picture Frame

Sounds known networks are available, you will have to e Client ID

manually select a network y

Brightness & Wallpaper .
iCloud Renew Lease
Picture Frame A4 Mail, Contacts, Calendars HTTP Proxy

Notes Off Manual

D Reminders
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Privacy
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Questions?

Contact

* robin@digi.ninja
* @digininja

* https://digi.ninja
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